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Label flipping adversarial attack on graph neural network

WU Yiteng, LIU Wei, YU Hongtao
Information Engineering University, Zhengzhou 450002, China

Abstract: To expand the adversarial attack types of graph neural networks and fill the relevant research gaps, label flip-
ping attack methods were proposed to evaluate the robustness of graph neural network aimed at label noise. The effec-
tiveness mechanisms of adversarial attacks were summarized as three basic hypotheses, contradictory data hypothesis,
parameter discrepancy hypothesis and identically distributed hypothesis. Based on the three hypotheses, label flipping at-
tack models were established. Using the gradient oriented attack methods, it was theoretically proved that attack gradients
based on the parameter discrepancy hypothesis were the same as gradients of identically distributed hypothesis, and the
equivalence between two attack methods was established. Advantages and disadvantages of proposed models based on
different hypotheses were compared and analyzed by experiments. Extensive experimental results verify the effectiveness
of the proposed attack models.
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T JE K BB ) A Bk eR B L Lo
Lo~ Lo, AV [R5 A BBE 190 46 45 2% ot B (L
Ly L L LAHFE], k=11, 4124 77.85: 4
k=2 I, Z1°0 158.60. T AXE B TR E=HL5,
FRESEEE Y 5 Y HIF, HAIGSHEw MH, Hit
PR RBUEAN A o 55T S50 R BCR IV AR 17 2K 2R
WL L Lo L, k=11, £75102.78; k=2
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4R a2 %

I, 21 181.85. A2k T2 8 7 Sl e i i 2k
BRI A A = F AR LU I T ORI, S 3R R R
HHIWMEAR . T 3 PR I bR 2B i Mok
LRI B B & R0, 2RI
gk PR RS G A, UE] T RT3 R
T T A R R R ) AT A o TG T BE AL A bR 2
Yoi ok, BEERahER N, #m B m A LTt
G, B EFHFEAME, RERSIREIAE 10%,
Wt 250 el R A ik £ LR, ik
PR BB A TE A B3 T 3 M A BLis 71 3% 4R 3))
Pk, MPLSJE IR 2 REUE T35 T 3 P
i 7 E 1% sl & 1 Bt SR BEHLE bR 25 11 2L
AR AN B AR

2) FETFZH7E SRR RN [R) 43 A7 AR A A 1) 45
REAEL L £ LI T 07 FE B B B B 1) 482K o
oL, BRA¥ME. NPT F. © e
LB E AT T, AT 3 B Bt 7%
PN ZRAERf 2 DR AERA Z 00T Y. (R 42 K R 28U

B, X1 S%MEs), HT R EER B I
HER 2 AN MR AER 253 700 97.83%F1 83.54%, it
F [7) A AR T 1) )N A A 23 R0 Sk M i % 20 Ay
93.96%H1 79.99%. A WAL BN T, 2T [F oA
W B A 3 AR, SRS 77 JE i i
BB i A 7 JE SR 4k £, =399.91,
BT 7)o A7 AR v B0 T V0 oE A A R O D A 45
K Lo, =197.10, HKRBREUE S BLRCRA 2
P20 F Tk I R gy A R R £ =279.80
L, =298.47 , HRREE S BOh SR —3 XTI
Tl AT A AR SE 1S . BT S HE R
KRG RSB @ 5387 Bl LR b5 2
(170 JE BRI R L AR AT £ o RTAR R 3L
B, T JEBIEI AL L, KT R ATHURIEL » k=2
I BE 2 . TRl 2X(6) PT AIOr JE B Bk £
17 2 MR, RIIRBNIE IMFRSSARE Y R 235
W ARYER(19), Rk £ A& — AR,
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%3 k=1 BEIEE Cora_ml E T RREIRIZAY LLE D H7
Pesh it
Bk R
Tz 1% 2% 3% 4% 5% 6% 7% 8% 9% 10%
PIGHERAR  99.65%  98.51%  98.45%  98.32%  98.13%  97.83%  97.53%  97.18%  96.84%  96.42%  95.95%
TAERR  86.45%  85.71%  85.04%  84.43%  83.96%  83.54%  83.10%  82.61%  82.12%  81.70%  81.25%
%g L. 77.84 24380 29595  337.10 37111 399.91 42822 45447 47939  503.16  527.14
L 102.77 19560 22489 25035 27350 29588 31807  339.39 360.19  380.71 404.29
L 77.84 180.13 209.41 23472 25765  279.80  301.76 32291 343.53 363.89  387.28
PIGHERER  99.66%  97.83%  96.78%  95.79%  94.93%  93.94%  92.89%  91.98%  91.10%  9023%  89.30%
TEARERR 86.45%  85.05%  83.64%  82.28%  81.05%  79.99%  78.85%  77.80%  76.78%  15.78%  74.65%
iﬁ L, 77.85 175.58 181,74 18629 19425  199.43 202.84 20552 20944 21492 219.92
L 102.78 189.84 21724 24854 27721 31066 34539 38192  417.88 45205  492.05
L, 77.85 173.25 20042 23160 26022  293.66 32838 364.88  400.80 43492 47488
PIGHERER  99.66%  97.85%  96.83%  95.79%  9497%  93.96%  92.95%  91.95%  91.02%  9025%  89.29%
. TRERR  86.42%  85.12%  83.60%  8228% 81.12%  79.99%  78.85%  77.80%  76.77% = 75.80%  74.68%
o Le, 77.87 173.47 18153 18650  192.86  197.10 20070  202.68  206.56 21237  216.85
i L, 102.80 189.06 21625 24845 27829 31538  351.02  389.25 42506  460.38 501.39
L, 77.87 172.48 199.48  231.60  261.39 29847 33414 37240  408.17 44343 48441
VIGHERIR  99.66%  98.34%  9821%  97.96%  97.81%  97.59%  97.42%  9721%  97.01%  96.88%  96.68%
MAAERE  86.46%  86.70%  86.59%  86.48%  86.23%  86.11%  86.00%  85.86%  8576%  85.68%  85.56%
E%EL Le, 77.89 148.36 15879  166.53  175.08  181.54 188.93 195.55 202.00  207.06 21497
L, 102.82 163.38 171.55  179.66  187.36 19466 20120  208.75 21547  221.05 228.50

L, 77.89 147.08 155.27 163.37 171.10 178.37 184.90 192.39 199.09 204.64 212.08
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x4 k=2 BHEEE Cora_ml E T RERIZAY LLE S 47
Pesh it
ik R
Tk 1% 2% 3% 4% 5% 6% 7% 8% 9% 10%

WAAERS  96.49%  94.98%  94.88%  94.88%  94.83%  94.69%  94.58%  94.35%  94.11%  93.88%  93.52%
PAHERE 88.05%  8821%  87.99%  87.79%  87.68%  87.35%  87.08%  86.87%  86.56% = 86.27%  85.96%
%E L. 15858 34439 42066 47922 52869 57272 611.05 64831 683.45  716.71 750.49
L 181.84  266.66 29222 31658 33895  360.68 38191 403.02 42426 44529 468.01
L 15858 25293 279.12 30377 32628 34809  369.31 39045 41168  432.71 455.41
WAAERS  96.51%  94.58%  9338%  92.38%  91.25%  90.05%  88.83%  87.70%  86.54%  85.48%  84.47%
PAER% 88.06%  87.64%  86.42%  85.11%  83.91%  82.85%  81.63%  80.48%  79.23%  77.91%  76.60%
iiz L, 15857  269.89 27894 28541 292.11 29775  299.60 302,78 30569  308.04 312.26
L, 181.84 26507 28856 31532 34176  369.31 39593 42615  457.87  489.82 530.75
L, 15857  249.86 27322 299.88 32627  353.83 38044 41072 44251 474.52 515.59
WAAERS  96.50%  94.62%  93.53%  92.42%  91.37%  90.13%  88.86%  87.72%  86.51%  85.47%  84.58%
- PRHERE 88.05%  87.71%  86.50%  8535%  84.01%  82.94%  81.67%  80.46%  79.23%  78.05%  76.92%
4 L, 158.61 26873 27824 28296  290.70 29565 29699 30246  303.10  305.86 310.32
i L, 181.87  265.31 288.51 31772 34552 37391 401.51 432,71 466.63 50198 546.42
L, 15861  250.14 27319 30231 330.08 35848  386.07 41736 45137  486.81 531.40
WAHERR  96.51%  94.89%  94.80%  94.77%  94.65%  94.60%  94.55%  94.46% = 94.44%  94.36%  94.28%
IRAEFF  88.05%  88.34%  88.29%  88.18%  88.12%  88.04%  88.02%  87.97%  87.86%  87.80%  87.74%
%g} L, 15859 23673 254.61 268.65  282.00  293.60  306.80  319.12  330.61 339.74 353.35
L, 181.85  243.15  249.12 25459  259.88 26498  270.04 27563  280.81 285.24 291.25
L, 15859  228.03  234.21 239.81 24525 25044  255.61 26128 26654  271.03 277.14

PR SN PR BN JR (AR SR W Y RDRE 24845 % o
B K 207 e BB sl R oA B e SE B it
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R — BB MIMIMERE T 4.1 SIS,
BETT YW T A SO S5 bt T 2 B2 S B s 3 T
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